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1. Scope

This Security Policy summarizes Yaft Digital's controls for protecting systems and customer data
hosted in our on-premises and cloud environments.

2. Core Security Controls

* Encryption: TLS 1.2 or higher for data in transit; appropriate encryption for sensitive data and
secure key management.

* Access control: Least privilege, separation of duties, 2FA/SSO, access logs and periodic access
reviews.

* Patching and updates: Regular operating system and dependency updates, and monitoring of
security advisories.

* Backup and continuity: Regular backups, recovery testing and defined recovery point and
recovery time objectives (RPO/RTO).

* Logging and monitoring: Centralized logging, anomaly detection and protections such as
WAF/CDN, where applicable.

* Secure development: Code reviews, dependency scanning (SCA), SAST/DAST and secrets
management.

* Vendor management: Assessment of sub-processors and use of security and privacy agreements.

3. Incident Response

When suspicious activity is detected, we apply incident prioritization, impact assessment, evidence
preservation and communication procedures. Relevant parties are notified promptly and within
applicable legal deadlines, including notification obligations under UAE data protection law and, where
applicable, KVKK/GDPR.

4. Vulnerability Reporting

If you believe you have identified a security vulnerability, please report it with technical details to
info@yaftdigital.com. You are expected to refrain from exploiting the vulnerability and to follow
responsible disclosure principles.

5. Roles and Responsibilities

Security is the responsibility of all teams. Management is responsible for implementing this policy. The
policy is reviewed at least once a year.

6. Policy Changes

This policy may be updated to support ongoing improvements. The effective date of any changes will
be published on our website.

This document is an informational draft and does not constitute legal advice.
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